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West Virginia Department of Health Employee Confidentiality Statement

1. Confidentiality Commitment:

| acknowledge that, as an employee or volunteer of the West Virginia Department of Health, | will have
access to confidential records and information protected by federal and state laws, legislative rules, and
Department policies.

2. Access to Confidential Information:

Due to my role, | may have access to confidential information collected by various agencies and programs
of the Department, including data unrelated to my direct duties. | understand that | must not access or
share confidential information unless explicitly authorized to do so.

3. Definition of Confidential Information:

Confidential information includes, but is not limited to, personal demographic details, medical and
financial records, program data, study results, and sources of information. This may be in verbal, written,
printed, electronic, or image formats. Confidentiality policies apply to all staff, regardless of whether they
currently have access to confidential data, and cover all forms, papers, and media used to store or
transmit such information.

4. Restrictions on Disclosure:

| agree to abide by all confidentiality provisions and access restrictions for specific databases containing

personally identifiable or sensitive information. Confidential information may only be shared under the

following conditions:

e As required for a legitimate work function.

e With authorized personnel who have received prior approval from appropriate supervisory staff.

e In accordance with existing laws, regulations, and policies governing information disclosure.

e | will not misuse any documents, forms, or certificates in any manner that compromises confidentiality,
alters records, or violates agency policies.

5. Clarification and Reporting Concerns:

If | have any questions regarding confidentiality or release of information, | will seek clarification from my
immediate supervisor. If | am directed to release information in a situation | believe to be questionable, |
may request written authorization from my supervisor or a formal written request from the data requester.

6. Proper Use of Access Privileges:

| will use my special access to confidential information only as necessary to administer the system(s) for
which | am responsible. | will not obtain, attempt to obtain, or share confidential information for any
unauthorized persons or uses.

7. Monitoring and Auditing:
| understand that all access to confidential information is subject to monitoring and
audit to ensure compliance with applicable regulations and policies.
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8. Continuing Obligation:

Even after my employment or volunteer service with the West Virginia Department of Health ends, |
remain bound by the confidentiality requirements outlined in this document and must continue to protect
all information to which | previously had access.

9. Compliance with Laws and Policies:

| have read and will comply with the following:

e West Virginia Computer Crime and Abuse Act (WV Code 61-3C-1 through 61-3C-21)

e West Virginia Code Sections 9-2-5 and 49-7-1

e Department Policies and Operating Procedures (including IT policies, the Common Chapters Manual
Chapter 200 - Confidentiality, Policy Memorandum 2104 - Guide to Progressive Discipline, and Policy
Memorandum 2108 - Employee Conduct)

e Office of Technology Policies

10. Consequences of Violations:
| understand that violations of confidentiality policies may result in disciplinary action, including
termination of employment for a first offense, and may also result in civil and/or criminal liability.

11. Certification:
My signature below certifies that | have read, understand and agree to abide by the confidentiality
obligations set forth in this document.

Employee/Volunteer (Print Name):

Employee/Volunteer (Signature):

Date:

Supervisor (Print Name):

Supervisor (Signature):

Date:
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